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Instructions:
The purpose of this document is to guide facility personnel in properly completing the Aviation Facility Security Plan template. Follow the instructions carefully, provide accurate information, and consult appropriate authorities when clarification is needed. The completed plan should reflect your facility’s actual, current practices.
1. All text shown in orange is a placeholder. Replace it with details specific to your aviation facility.
2. Use clear, concise language. 
3.  Provide factual, current information. Update names, phone numbers, and procedures during each revision.
4.  Coordinate with appropriate stakeholders (airport management, tenants, local responders, regulatory authorities).
5. Indicate “Not Applicable (N/A)” in sections that do not pertain to your facility.
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[bookmark: _Toc216434337]Introduction
This Aviation Facility Security Plan outlines the procedures and measures employed by [agency/facility name] to address security needs and respond effectively during instances when undesirable events occur.  This plan integrates the Transportation Security Administration (TSA) General Aviation Guidance and Interagency Security Committee (ISC) security standards. 
Distribution of this Security Plan should be made to those who have an operational need to know and restricted from all others.
[bookmark: _Toc216434338]Scope and Applicability
This Aviation Facility Security Plan applies to all personnel, operations, and infrastructure located at or associated with the [Facility Name] aviation site. The scope includes, but is not limited to:
A. Aircraft Base Operations:
All physical structures, fueling systems, aircraft ramps, and support equipment related to aircraft base activity.
B. Aircraft:
All aircraft operating from or stationed at the facility, including contracted and federally owned aircraft. This includes aircraft during fueling, maintenance, staging, and mission operations.
C. Federal Employees:
All government personnel assigned to or operating from the facility. This includes permanent staff, temporary duty personnel, and federal agency representatives involved in operations, oversight, or coordination.
D. Contractor Personnel and Activities:
Any individuals or organizations under contract to perform maintenance, refueling, support services, or other functions on-site. Contractors must comply with all access control, credentialing, and operational security protocols defined in this plan.
E. Visitors:
Individuals not employed by or under contract with the federal government who require temporary access.
F. Other: 

This plan governs both physical and procedural security measures for personnel and assets. It is developed in accordance with TSA’s Security Guidelines for General Aviation Airport Operators and Users (Appendix B template) and the ISC Facility Security Plan Guide. All individuals accessing the aviation facility or participating in its operations must comply with this plan’s requirements.


[bookmark: _Toc216434339]General Aviation Facility Information
	Aviation Facility Name:

	Aviation Facility Name

	Location:

	Address, City, State

	Facility Security Level (FSL):
	As determined by the ISC Facility Security Level Matrix (required by 444 DM 1)


	Agency Facility Manager/POC Name & phone #:
	Name, Title, phone #


	Occupancy Status:
	Leased, owned, rented, shared use, agreement.

	Facility Owner Name & phone #:
	Name, Company, Title, phone #


	Security Organization:

	Identify the entity responsible for security oversight and whose regulations apply to the facility

	Tenant Type(s):
	List all tenant types: Federal, Non-Federal, multi-Agency, state, commercial, local gov.

	Population:
	Approximately how many employees /contractors/daily visitors to the facility.



See appendix C for a diagram showing the aviation facility layout, including fences, gates, parking areas, hazardous materials, support buildings, critical assets (e.g. fuel tanks, retardant storage/mixing areas) and other security measures such as lighting, signage, and access points.

A. Facility mission and operations summary. 
i. Describe the functions performed at this facility.
B. Critical assets and high-value areas 
i. Provide a description of buildings, aircraft, fuel tanks, retardant storage/mixing areas, gear storage, etc.
C. Utilities 
i. List all utilities (power, communications, water, backup systems) used at the facility (include providers’ names or utility managers and contact information)
D. Special Hazard Areas (e.g. Fuel, Explosives, Chemicals)
i. List of hazardous materials stored onsite.
ii. Describe any enhanced controls and separation zones.


[bookmark: _Toc216434340]General Airport Information (if applicable)
	Airport Name:
	Name

	Airport Identifier:
	FAA Location Identifier 

	Airport Address:
	Physical address

	Airport (FBO) business hours:
	Days/hours

	POC Name and phone #:
	Name/phone #

	Airport geographic coordinates:
	Latitude/longitude (Decimal Degrees), & elevation.

	Aircraft based and operating from this location:

	Make/Model/Ownership

	Types of flight activities:
	Recreational use, professional use, commercial use



See appendix C for Facility & Airport Diagrams/Maps showing the airport’s layout, including runways, hangars, terminals, and support buildings.


[bookmark: _Toc216434341]Roles and Responsibilities
A. Responsible Security Organization: The [government agency or internal agency component] is responsible for physical security at [agency/facility name]. 

B. Roles and Responsibilities for key personnel involved in specific security functions are listed below.  List key position(s) with responsibility to execute this plan. (e.g. Airport security, Agency Aviation Manager, Security Coordinator, Pilots, or Other as designated)
(At a minimum, address who will fulfill the following duties)
· Daily oversight of security provisions at the aviation facility to ensure compliance with security procedures.
· Aircraft Security
· Maintaining and updating this plan
· Dissemination of all correspondence or other communications with airport tenants and others on security related matters.
· Maintaining a list of individuals with aviation facility access
· Maintaining documentation of all training provided in accordance with Agency Policy
· Liaise with TSA, law enforcement, and tenants as applicable.
· Other duties…

	Name:

	Title:
	Phone #:

	Responsibilities:


	Name:

	Title:
	Phone #:

	Responsibilities:

	
	

	Name:

	Title:
	Phone #:

	Responsibilities:


	Name:

	Title:
	Phone #:

	Responsibilities:


	Name:

	Title:
	Phone #:

	Responsibilities:





[bookmark: _Toc216434342]Aviation Facility Risk Assessments
A. The Facility Security Level (FSL) determination, using the ISC matrix is [FSL value 1-5] for [Name of Aviation Facility]. The completed FSL Determination Matrix is attached as Appendix D (see appendices). (444.DM1)
B. An Aviation Facility Security Assessment has been completed for [Name of Aviation Facility] and is attached as Appendix E. It includes: 
i. Critical Assets: A comprehensive list of assets deemed critical to the security and operational continuity of the aviation facility.
ii. Threats, Vulnerabilities, and Countermeasures: A summary of key threats, vulnerabilities, consequences, countermeasures specific to aviation operations
iii. Risk Acceptance and Mitigation Commitment: A documented statement of risk acceptance and/or commitment to support further mitigation.
[bookmark: _Toc216434343]Security Countermeasures
If an item does not apply, please enter “N/A” to indicate the section was reviewed.
A. Access Control Measures
The following access control measures are implemented at [Name of Aviation Facility].
i. Access point requirements, airport credentialing procedures, and background checks/vetting.
· Description of access points that require badge/card.
· Process for badging/credential issuance, revocation, renewal.
· Include TSA badging if required
· Include federal employees and contractors
· Background check/vetting.
· Photo ID
ii. Visitor management protocols.
· Access Request/Guest Lists/Sign in-out
· Procedures for controlling visitor access
· Escort policies and transient pilot handling
· Observation areas
iii. Vehicle access and parking controls.
· Vehicle entry / exit logs.
· Reserved parking spaces
· Vehicle identification tags or markings
· Controls of fuel trucks, service vehicles
iv. Gate operating hours, scheduling, after-hours access. 
· Provide description here.

B. Physical Security Measures 
The following physical security measures are implemented at [Name of Aviation Facility].
i. Site Security
· Perimeter security (fencing, gates, and locks)
· Earthen banks & berms
· Barriers (jersey barriers, planters)
· Security lighting, visibility enhancements and signage
· Surveillance and monitoring
ii. Structure Security
· Building security (door locks, key cards)
· Security lighting, visibility enhancements and signage
· Alarms and intrusion detection systems
· Surveillance and monitoring
· Security of critical assets and high-value areas (fuel tanks, retardant storage/mixing areas, storage area).
iii. Aircraft Security
· Responsibilities and Methods
· Vehicles or other objects positioned to block or impede aircraft movement.
· Dual aircraft locking systems such as prop lock, control lock, throttle lock.  
· Chocking, tie-downs
iv. Parking/Vehicle Security
· Key lock box/spare key storage
· Steering column locks
· Vehicle Utility Box 
· Vehicle speeds, designated “no vehicle” areas, other driving considerations

C. Additional Security Measures
i. Wildlife mitigation/control
ii. Storage security, handling procedures for hazardous materials.
iii. Other?
[bookmark: _Toc216434344]Security Procedures & SOPs
The following daily security operations and after-hours procedures are implemented at [Name of Aviation Facility].
A. Daily security operations
i. Detailed step-by-step procedures for daily operations, shift changeover, opening/closing.
ii. Communications and notification SOPs.
iii. Security equipment maintenance and testing SOPs.

B. After-hours procedures
i. Access
ii. Lone worker SOPs
iii. Alarm systems
iv. Escorts for contractor maintenance/inspections.
[bookmark: _Toc216434345]Security Incident Response Management
This section outlines the procedures for responding to security incidents and emergencies at [Name of Aviation Facility].”
A. Reporting: Describe how and to whom employees report: 
i. Security incidents
ii. Suspicious activity
iii. A bomb threat (see appendix B)

B. Notification: How are first responders and the facility occupants notified of an incident that has occurred or in progress?

C. Response: 
i. Immediate response procedures. (lockdown, evacuation, shelter in place). 
· Who should respond, and how should they respond?  
ii. Chain of command. (roles, command structure).
iii. Interagency coordination with:
· Law Enforcement
· Fire Department
· Medical
· Alarm Response

D. Recovery: Once a security incident response is terminated, what is the process to resume normal operations?  What is the Continuity of operations plan (COOP)?

E. Documentation: How is a security incident documented, post incident review and corrective actions, where is the information maintained and who has authorized access to it?

The Security Emergency Contact Directory (below/or at Appendix A) supports rapid communication and response during critical incidents.
· List all appropriate emergency contact numbers. (alternatively refer to Appendix A)
· May include: 
· All emergency 9-1-1
· Airport Liaison/Director/Facility Supervisor
· Agency Aviation Official
· Airport Fire Department
· State Police
· Local Police
· Local Fire Department
[bookmark: _Toc216434346]Facility-Specific Policies
Identify any facility specific requirements to address issues such as landlord/tenant agreement or special missions.
[bookmark: _Toc216434347]Special Events
Additional protocols should be included to address requirements for special events such as temporary increases in population, traffic/parking control, and the media (e.g., Air Shows, VIP visits).
[bookmark: _Toc216434348]Information & Cyber Security
A. Address issues related to the protection of sensitive but unclassified information (also known as controlled unclassified information) as well as classified information, if applicable. If not applicable state NA.
B. Collaborate with all tenants Chief Information officers (CIO) or office representatives to develop a plan to address the physical and logical protection of information technology systems and equipment associated with security counter measures, if applicable. If not applicable state NA.
[bookmark: _Toc216434349]Government Property
Procedures to control pilferage, destruction, and disposal of government owned property. 
[bookmark: _Toc216434350]Response to National Terrorism Advisory System (NTAS)
The Department of Homeland Security’s NTAS is a mechanism to disseminate information 
regarding the risk of terrorist acts throughout the nation. It provides airport operators with 
information to implement increased security measures during times of heightened alert.
Additional information can be found at https://www.dhs.gov/national-terrorism-advisory-system.
Specify additional facility specific information if applicable. 
[bookmark: _Toc216434351]Training and Exercises
This section outlines the security training requirements for personnel to support the effective implementation of this plan. 
A. Identify Security awareness training for staff and tenants
i. Initial, refresher, role-based security training.
B. Drills and exercises (tabletop, functional, full-scale)
C. Recordkeeping of training activities
D. Lessons learned
[bookmark: _Toc216434352]Security Plan Maintenance and Review
This aviation facility security plan will be reviewed and updated annually or sooner if there are major changes to the facility, such as new tenants, major construction, or other significant modifications.
A. Security Plan Update procedures
B. Record of changes and approval process
C. Metrics, compliance checklists, deficiency tracking.
D. Self-inspections and internal audits.
E. Third party or regulator audits.
F. Corrective action process.
[bookmark: _Toc216434353] Resource Support
Fiscal instructions on how funding support is gained to sustain security operations from pre-incident to post-incident.
[bookmark: _Toc216434354]Appendices
A. Security Emergency Contacts Directory
B. Bomb Threat Call Checklist
C. Facility diagrams/maps
D. ISC Facility Security Level (FSL) Determination Matrix 
E. Security logs and incident form templates


[bookmark: _Toc216434355]Appendix A 
Security Emergency Contact Directory
(This appendix must be posted in a visible area where it can be easily accessed by all relevant personnel in the event of an emergency)
· Suspicious Activity: 
· CALL 911 or 
· Local /Agency Law Enforcement officer (LEO) @ [enter phone # here] 
· Airport Watch 1-866-GA-SECUR (E) (866-427-3287)

· If an aircraft is stolen, notify the (Responsible Manager) and Office of Law Enforcement and Security (OLES) immediately. 

· Primary Contact(s) for this location:
	Name:
	Title:
	Phone #:

	
	
	

	
	
	

	
	
	



· Contact Information
	Agency:
	Name:
	Phone #:

	Local Law Enforcement
	
	

	Agency Law Enforcement
	
	

	Airport Security Personnel
	
	

	FAA-FSDO
	
	

	Aviation Managers
	
	

	Fire/Emergency Response
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	



· 

[bookmark: _Toc216434356]Appendix B
Bomb Threat Call Checklist
Fill out completely, immediately after bomb threat and call 9-1-1 
1. Exact wording of the threat: 
2. Questions to ask: 
a. When is the bomb going to explode? 
b. What kind of bomb is it? 
c. Where is it right now? 
d. What will cause it to explode? 
e. Why? 
f. Where are you now? 
g. What is your name? 
h. What is your address? 
3. Describe the caller: 
a. Sex 
b. Age 
c. Race 
e. If the caller’s voice was familiar, who did it sound like? 
d. Voice (circle all that apply) 
1. Calm 
2. Laughing 
3. Lisp 
4. Disguised 
5. Angry 
6. Crying 
7. Raspy 
8. Accent 
9. Excited 
10. Normal 
11. Deep 
12. Slow 
13. Ragged 
14. Slurred 
15. Nasal 
16. Soft 
17. Loud 
18. Stutter 
19. Clearing throat 
20. Deep breathing 
21. Cracking voice 

	22. Other (describe) 

4. Background Noises 
a. Street 
b. House 
c. Factory 
d. Motor 
e. Machinery 
f. Long distance 
g. Voices 
h. Office 
i. Animals 
j. Clear 

k. Music 
l. Static 
m. P.A. system 
n. Other (describe)


5. Threat language (circle all that apply): 
a. Well spoken 
b. Educated 
c. Sober 
d. Incoherent 
e. Irrational 
f. Intoxicated 
g. Foul 
6. Was the threat delivered/communicated by the caller, or a recorded message? 
7. Please indicate any additional remarks: 
8. Full name of person who received the call: 
a. Name, Job title, Telephone #: 

[bookmark: _Toc216434357]Appendix C 
Facility & Airport Diagrams & Maps
Facility and airport diagrams and maps specific to [Name of Aviation Facility], are included here for reference. These visual aids support the Aviation Facility Security Assessment by providing:
· Layouts of critical infrastructure and assets
· Access points, perimeter security, and controlled areas
· Locations of security systems, checkpoints, and monitoring stations
· Emergency egress routes and safety zones



[bookmark: _Toc216434358]Appendix D
ISC Facility Security Level (FSL) Determination Matrix
Complete the FSL Determination Matrix, in accordance with 444 DM 1.
FROM: [Security Organization]
TO: [First and Last Name] Responsible Authority
PURPOSE:
The purpose of this Memorandum for Record is to document the security organization’s input to assist in determining the Federal Security Level (FSL) for [insert building identification here].
BACKGROUND:
Based on a review of the below five security factors including considerations for an intangible adjustment, the security organization has evaluated the facility in accordance with the criteria associated to each factor to determine a preliminary FSL established by the Interagency Security Committee (ISC).
Table below details the scores for each factor according to the security organization analysis.
Reference Appendix F of The Risk Management Process: An Interagency Security Committee Standard, 2024 Edition, for additional guidance on completing the following matrix.
Table 1: FSL Determination Matrix, The Risk Management Process, An Interagency Security Committee Standard, 2024 Edition
	Factor
	Points
	Score

	
	1
	2
	3
	4
	

	Mission Criticality
	MINIMUM
	LOW
	MEDIUM
	HIGH
	

	Symbolism
	MINIMUM
	LOW
	MEDIUM
	HIGH
	

	Facility Population
	<100
	101-250
	251-750
	>750*
	

	Facility Size
	<10,000 Sq. ft.
	10,001-100,000 sq. ft.
	100,001 – 250,000 sq. ft.
	>250,000 sq. ft
	

	Threat to Tenant Agency
	MINIMUM
	LOW
	MEDIUM
	HIGH
	

	
	Sum of Above


	Facility Security Level
	I: 5-7 Points
	II: 8-12 Points
	III:  13-17 Points
	IV: 18-20 Points
	Preliminary FSL

	Intangible Adjustment
	
	+/- 1 FSL

	
	
	Final FSL

	* Facilities with a child-care center (CCC) receives a facility population value of “high.”  


[bookmark: _Toc216434359]Appendix D cont.
ISC Facility Security Level (FSL) Determination Matrix

Based on this score, and consideration of any applicable intangible factors, the security organization recommends that the FSL for this facility should be: [Insert Facility Security Level, i.e., FSL III].
This is [insert outcome (ex. Increase, Decrease, etc.)] from the previous level that was determined using The Risk Management Process for Federal Facilities: An Interagency Security Committee Standard.
Date presented: [Insert Date]
This is a preliminary determination for the facility. The ISC standards establish a baseline level of (Minimum, Low, Medium, and High) with the understanding the customized level of protection could raise or lower certain elements of countermeasure protection within the baseline level.

	Assessor 
	Signature:

	Print:
	Date:

	Property Manager
	Signature:

	Print:
	Date:

	Responsible Authority
	Signature:

	Print:
	Date:



FSL risk assessments shall be performed in accordance with ISC standards, once every five years for Level I and II facilities and once every three years for Level III, Level IV and Level V facilities. 


[bookmark: _Toc216434360]Appendix E
Aviation Facility Risk Assessment
The Aviation Facility Risk Assessment for [Name of Aviation Facility], completed in accordance with OPM-71, is attached here for reference. (The Aviation Facility Risk Assessment Template can be found in OPM-71, Appendix 3.)

[bookmark: _Toc216434361]Appendix F
Security Logs and Incident Form Templates
All security forms specific to [Name of Aviation Facility] are attached here for reference and documentation purposes. 
Examples: 
· Access control logs
· Security incident reports
· Visitor authorization forms
· Security inspection checklists

